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Introduction

The intent of these exercises is to provide enough information to enable students to complete the
exercises independently of an instructor. At the time of writing this introduction, with the
exception of the Windows operating system, the software applications referenced in the exercises
are free to download. The author utilized the exercises with undergraduate and graduate students
studying computer science, computer engineering, electrical engineering, physics, and
mathematics.
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Cyber Fundamentals #1: VMware and Ubuntu Linux

1. Introduction

Linux is a (mostly) free and open-source alternative to the Windows and Macintosh Operating
Systems (OS). There are many different distributions of Linux, including Ubuntu, Red Hat,
Fedora, Mandriva, and Slackware. See the website http://distrowatch.com/ for additional
distributions. Ubuntu is very popular because it is easy to use and works “out of the box™ with
most hardware.

VMware Server is a free program used to create virtual environments. For example, VMware
Server enables users to run a Linux virtual environment on a Windows host, a Windows virtual
environment on a Linux host, a Windows XP virtual environment on Windows Vista host, etc..
This brief activity introduces you to VMware Server and the Ubuntu Operating System (OS).
The goal of this exercise is to create a virtual Ubuntu image and execute a few Linux commands.

.2 Sonja.Glumich VMware Remote Console  Devices

& «)l Fri Aug 14, =

Configuring hardware...

To direct input to this vitual machine, press Cil+3.
o

Linux image running in VMware

1.1 Objectives

e (reate an image with VMware
e Install the Ubuntu Linux OS

e Execute basic Linux commands
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1.2 Materials

e Computer with access to an account with administrative rights
e VMware Server

e Ubuntu OS iso file

1.3 Assumptions

e The instructions provided for this activity were tested using a Windows Vista physical
machine and an Ubuntu 9.04 image. Instructions may vary for other OS.

e The student has administrative access to their system and possesses the right to install
programs

e The student's computer has Internet access

e Note: VMware Server on Windows XP requires an Internet connection to work!

1.4 Note on MD5 Checksums

e The MDS5 checksum (or hash) of a file serves as a unique identifier for that file. If one bit
is changed in a file, its MDS5sum changes. The MD5sum of a file is useful for verifying
the file downloaded correctly.

e See https://help.ubuntu.com/community/HowToMD5SUM for instructions.
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2. Download and Install VMware
2.1 Download

e Download the latest version of VMware Server for your computer's OS from
http://www.vmware.com/products/server/

You must register to receive a serial number. Please note the serial number as provided
by the VMware website. You will need it during installation.

VMware Server 2 Product License and Download
Thank you far registering ViMware Server 2.
Your license and download information can be found below. If you have questions or need support, visit the ViMware

Technology Metwark for product documentation, knowledge bases and other resources, or contact your local
authorized Vilware pariner. Technical suppaort is also available for purchase within the YWiware store.

Licensing Download Information

LICEI"ISII"IQ Serial Humbers
VMware Server 2 for Windows 0000-0000-0000-0000
VMware Server 2 for Linux 0000-0000-0000-0000
2.2 Install
e Start the installation by double clicking the downloaded file and accept the license
agreement

(5l vmware .

VMware Server

| rights reserved. This product s profected by US. and internation
products are cowared by cne or more patents listed at httpsfwwew ymware,

Intallectual property

e Accept the default destination folder
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e On “Server Configuration Information” make sure there are no port conflicts (no other

applications already using the ports). The default ports 8222 and 8333 should be fine in
most cases. Select Next to continue.

i@- VMware Server

Server Configuration Information

X

Pleasze enter server information

Please select the virtual machine storage path
C:Wirtual Machines),

Change... |
Please enter the server access information

The fully qualified domain name (FQDN) is the complete domain name for the host
on the Internet. The FQDN includes the hostname and the domain name.

|HYPER W ATCHER 3
Server HTTP Port: |22z
Server HTTPS Port: |3333

< Back | Mext = I Cancel

e Select desired shortcuts

e On next screen click “Install”

e After installation, enter the serial number from the VMware website
B
Registration Information Erj
(optional) You can enter this information later. rJ s
User Name:
Company:
Hewlett-Packard

Serial Mumber:  (0000-X00000-100000-10000()
0000-0000-0000-0000

= Back | Enter = I

e Restart the system
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3. Download Ubuntu OS .iso File

e Download the latest Ubuntu .iso file from http://www.ubuntu.com/GetUbuntu/download

¢ Find a list of Ubuntu MD5sums to verify the file downloaded correctly at:
https://help.ubuntu.com/community/UbuntuHashes

e Ubuntu is license-free

4. Run VMware

4.1 Start VMware
e Click on Desktop icon OR

e Go to Start > All Programs > VMware > VMware Server > VMware Server Home Page

4.2 If (Your Browser == Firefox)
If you use Firefox and receive the error “<computername>:8333 uses an invalid security
certificate. The certificate is not trusted because it is self signed. (Error code:
sec_error_untrusted issuer)” follow the instructions in the subsequent sub-bullets.

0 Go to Tools > Options > Advanced Tab > Encryption Tab > View Certificates

0 Click on the Server Tab > Add Exception

=S

Your Certificates I People  Servers | Autharities I Others I

You have certificates on file that identify these servers:
Certificate Mame | Server | Lifetime | Expires On | 5=
A{Unknown)
(Mot Stored) 192.168.1.81:443 Permanent
(Mot Stored) 192.168. 2. 245:443 Permanent
(Mot Stored) topgun; 443 Permanent
(Mot Stored) hyperwatcher3:3... Permanent
(Mot Stored) www.acecyberse... Permanent
View .. Edit... Import... Export... Delete... | Add Exception... |

0 Type in the website (something like https://<computername>:8333)
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0 Select Get Certificate > Confirm Security Exception

Add Security Exception x|

You are about to override how Firefox identifies this site,
l . Legitimate banks, stores, and other public sites will not ask you to do this.

- —

~ Server

Location: I htips: /fhyperwatcher3:8333 | Get Certificate I
r Certificate Status

This site attempts to identify itself with invalid information. View

Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized authority.

¥ Permanently store this exception

Confirm Security Exception Cancel

0 Select OK

4.3 If (Your Browser == Internet Explorer (IE))
If you use IE and receive the error “There is a problem with this website's security certificate”,
take the following steps:

e Click Continue to this website

e Confirm by clicking Yes in the pop-up box

e Restart VMServer to get the login screen. Login with the computer OS (Vista login for
example) user name and password.

@ VMware Infrastructure Web Access

Login Mame:

Password:
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e Upon login, you'll a screen similar to the screenshot below

T3 WHare Infrastrue hiere Wl Aesess (ypermalsoher by permatohees) - Horills Frclee 18| =]
[l Cdt Yew Hgiory Qockmads Toos pHep
9 T O X R rtosihvoerwaicher 330 e Moss ystem e host w1 e, o0
& VHware Infrastrsclore Web Access (hypormaleher§hypermateherd)
Apphention Vietual Machine Admwnistration | W 11 [ B
Inventary 1 hvperwatchers
Summar 7 | Vertianl Machines | Tsks || Fvarts | Permesions
General
1 mostname hyparwatchard
Manulacturer
Madel
{8 Processors Entel{R) Core(TM)2 Duo CPU TS300 & 2.50GHT
1CPU = ] Coree
Usage I 250.00 MHz
VHware Tips
i} Memory 39868
Usage L] 1583 MD
Datastores
Name Capacity Free Space Locatsan
Metworks
[T MAat Type ;ﬁ:::.!e o VMware Infra: pcture ot 3 price you can
Endged wmnety bridged %
HotOaly vmnets hostanty
war e s nnt
Target Status Triggered by
Cutastore-1 K Success hyperwatcher
Miminazl K success hyperwatcher
Windarwe P Professicnal Bl success hyperwatcher
1o Dataskore-1 Errar hyperwatcher
destroyOatastore Catastore-1 °E":|' 0R/14/00 10:43:53 AM hyperwatcher
4 =
Dore. Pyerwarcher:33 ) |4 S| (@05 vowihtos s4F wen | Frome® | samesw
Drstart] @ = my @ [ even_1aoc - Openofice. | [ @ Vibware Infrastructir_ e TSN e

4.4 Create a Virtual Machine

e Create New Directory: Through Windows Explorer (not using VMware), create a new
directory to store your virtual machines. I created the directory C:\my virt machines.

—oix
O ECm=e> @l

Organize v 3= Views ~ () Burn

®®

Favorite Links Mame = I*I Date modified |v| Type :I
[ Documents and Setti,.. 11/2/2006 11:41... File Fol
GVimPortable HP 5/15/2008 5:05PM  File Fol
EE:. Documents . Inte 6/6/2008 10:12 AM  File Fol
[E pictures 8/14/2008 11:09... File Fol
More % o 6(3/200% 3:36FPM  File Fal
. PerfLogs 1/20/2008 11:03... File Fol
Folders w | Perlsd 6/3/20098:21PM  File Fol
B Deskiop 3 | Program Files 6/22/2009 4:18 PM  File Fol

. Program Files (x38) 8(14/2009 9:11AM  File Fol _
hyperwatcher __I—I
3

D ki ;I 4| - = —‘T'———— [

32 ems

-
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e Move Ubuntu .iso file to New Directory: Move the Ubuntu iso file downloaded
previously to the new directory. For example location of the iso file in the image below is
C:\my virt machines\ubuntu-9.04-desktop-i386.iso.

ﬁ my_virt_machines 1Ol x|
T -
|Q|\ ”p A~ my_virt_machines - [ IS&&-':-" O]
Organize * | Views - 120 OPEN Burn .@.
Favorite Links Name = I'I Date migdified I vI Type I'I I >|
, GVimPortable
ﬂ:. Documents
FE Pictures
More  *
ubuntu-9.04-des. ..
Folders
Pl Desktop ﬂ
| 2 J——— athar x
ubuntu-9.04-desktop-i386.i50 Date modified: 8/14/2009 11:49 AM
IS0 File Size: 698 MB
150 Date created: 8/14/2009 11:30 AM

e Give VMware the Directory Location: Select Add Datastore from the upper right hand
side of the screen. (A datastore is the directory that holds your VMware machine files.)

Commands [=
— :
(il Create Virtual Machine

Add Virtual Machine to Inventory

’
Configure Options

Edit Host Settings
Edit Virtual Machine Startup/Shutdown Settings

Refresh Metwork: List

e Add the name and path of the directory you created using Windows Explorer and select
OK.

@ Add Datastore

Name:

| my_virt_machines

* Local Datastore

Map a directory on the host system as a
datastore.

Directory Path:
| C:\my_wirt_machines |
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e Select Create Virtual Machine from the upper right hand side of the screen

Commands =]

'_'_&:gzate Virtual Machine

Add Virtual Machine to Inventory

Add Datastore
Configure Options
Edit Host Settings
Edit Virtual Machine Startup/Shutdown Settings
Refresh Metwork List

e Name your virtual machine <your first name>.<your last name>. Note the new datastore
my_virt_machines is selected. Select Next.

Mame and Location

Enter a descriptive name for yvour new virtual machine and specify the
datastore where itz configuration files will be saved.

Mame: Sonja.Glumich
Datastore Capacity Available
my_virt_machines 136.16 GB 48.31 GB

e Select Linux OS and Ubuntu Linux (32-bit or 64-bit depending on the version of Ubuntu
you downloaded earlier — most likely you chose 32-bit). Select Next.

Operating System: & Windows operating system
i Novell Netware
{” Solariz operating system

" Other operating systems

Version: Ubuntu Linux (32-bit) -

Keep the defaults for Memory and Processors and select Next

Keep the default for Hard Disk and select Next

Keep the default for Properties and select Next

Keep the default for Add a Network Adaptor and select Next

Keep the default for Properties and select Next
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e For CD/DVD Drive select Use an Iso Image and select Next

Host Media

Use a Physical Drive

Choose this option to give the guest operating system access to a
physical CD or DVD drive on the host system.

=+ Use an IS0 Image

Choose this option to give the guest operating system access to an
IS0 image residing on the host file system.

e Select the Ubuntu iso you added to your datastore and select OK

; & Select File

Inventory nts S e, | Inf
ubuntu-9.04-desktop-i386.is amr

Ry Type

Cap

Avai

o Keep the default for Properties and select Next
e Select Don't Add a Floppy Drive and select Next
o Keep the default for USB Controller (to add a USB Controller) and select Next

e Select Finish

Power on the Image and Install the Ubuntu OS
e If you successfully created a new image, it will appear the upper left-hand corner of the
screen

Inventory

h Sonja.Glumich

e Select and highlight the image name (Sonja.Glumich) and select Play

ration . JJ' [

Sonja.Glumich
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Select the Console tab and click the screen to open a new window

ninistraticn oo | @ Qv

th Sonja.Glumich
Surnrnsl-cs Events | Permissions

Open the consocle in a new window.
Click anywhere to open the virtual machine.

If installation does not start automatically, click inside the brown Ubuntu window to
transfer control of the mouse to the image and select install. To transfer mouse control
back to the host computer, press ctrl-alt together.

Examples

F——
e

Install

To direct inpt to this vitu . @8 @ 5 § [ vmware
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The Ubuntu installation is very straightforward.
Select all defaults

Specify a user name of ace

Specify a password of ilikeace

(0]
(0]
(0]
0 Specify a computer name ace

-

" sonja.Glumich VMware Remote Console  Devices

& )l Fri Aug 14, =

Examples _

:"‘

= Installing system

SR
Install I

Configuring hardware...

Ta direct input to this vitual machine, press Cid+G. - @ =R @I ymware
W

After installation completes, restart the image.

Log in with your user name (ace) and password (ilikeace). Please note that if you decide
to use your image for anything important/personal beyond the ACE exercises it is
recommended you change the password to something more secure.
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5. Execute a Linux Command

e Open a terminal by selecting Applications > Accessories > Terminal

¥ sonja.Glumich VMware Remote Console  Devices

| Eﬁ Accessories Calculator

v}/ Games () cD/DVD Creator
_#* Graphics Character Map
}e‘;;. Internet . Disk Usage Analyzer
g Office H Manage Print Jobs

m Sound & Video ,'_,%» Passwords and Encryptic
@ Take Screenshot

@ Add/Remove...
Terminal

To direct input to this virtual machine, pr...
i\

e Type the following commands into the command prompt

(0}
(0}

(0]

whoami (list the user name you are currently using)

man whoami (the man or “manual” command gives you information about topics
commands, etc.)

whoami - -help (adding “dash dash help” is another way..don't put a space
between the dashes, only added for clarity)

apropos whoami (finally apropos is yet another way to get help)

perl -h (adding a single dash followed by h is yet another way...but it doesn't
work with whoami so I used perl as an example)

Is (list files in directory)

pwd (list the present working directory)

sudo -s (enter your password when prompted — this gives you administrative or
root access — required for shutting down the system (next command))

shutdown -h now (powers off the system)

For more information on commands — visit https://help.ubuntu.com/7.04/basic-
commands/C/
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Cyber Fundamentals #2: Review of the Linux File
System and Linux Commands

1. Introduction

Becoming adept at using the Linux OS requires gaining familiarity with the Linux file system,
file permissions, and a base set of Linux commands. In this activity, you'll study how the Linux
file system is organized and practice utilizing common Linux commands.

File Edit View Terminal Help

ace@ace:/bin% 1s ~
fusermountjiimount

umount|

ping
pingh

ace@ace:/bing

The /bin (binary) directory contains executable commands for all users

1.1 Objectives
e Describe the purpose of the /bin, /sbin, /etc, /var/log, /home, /proc, /root, /dev, /tmp, and
/lib directories
e Describe the purpose of the /etc/shadow and /etc/passwd files
e Utilize a common set of Linux commands including Is, cat, and find

e Understand and manipulate file permissions, including rwx, binary, and octal formats

e Change the group and owner of a file
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1.2 Materials

e Windows computer with access to an account with administrative rights
e VMware Server
e Ubuntu OS iso file
1.3 Assumptions
e The provided instructions were tested on an Ubuntu Jaunty Jackalope image running on a

Windows Vista physical machine. Instructions may vary for other OS.

e The student has administrative access to their system and possesses the right to install
programs

e The student's computer has Internet access
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2. Directories
2.1/

The / directory or root directory is the mother of all Linux directories, containing all of the other
directories and files. From a terminal users can type cd / to move to the root directory.

2.2 /lhome

The home directory stores user-specific directories and files. For instance, during the Ubuntu
installation process, you created an account named ace. Creating the ace account through the
GUI or with the adduser command automatically creates a directory named /home/ace to store
ace's personal files. This directory is known as ace's home directory, as specified in the
/etc/shadow file (see section 2.6). From a terminal users can type cd ~ to move to the current
user’s home directory.

2.3 /root

The /root directory is the home directory for the root account. (Like /home/ace is the home
directory for the ace account.)

2.4 /bin

2.4.1 Purpose

The term bin stands for binaries or executable files. The /bin directory typically holds commands
executable by any user. (e.g. Is, pwd, cat, rm)

2.4.2 Linux Shells

The /bin directory also contains shell binaries such as /bin/bash and /bin/sh. A shell is a special
executable that starts an interactive, text-based window and enables users to enter commands.
The shell executes the commands and displays the output back to the user. There are different
shells (bash, sh, dash, and others) that offer slightly different functionality and sets of commands.
By default Ubuntu assigns users the /bin/bash shell. To determine your current shell in a
terminal, type ps -p$$. Try the commands in the screenshot below:

=

File Edit View Terminal Help
root@ace:/bin# ps -p$s
PID TTY TIME CMD
6720 pts/0 00:00:80 bash
root@ace:/bin# sh
# ps -p$s
PID TTY TIME CMD
7179 pts/0 00:00:80 sh
# dash
# ps -pss
PID TTY TIME CMD
7181 pts/@ 00:00:00 dash
# exit
# exit
root@ace: /bin#

Experimenting with shells
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Note that user in the screenshot example begins in a bash shell, starts a sh shell, and then starts a
dash shell. To return to the bash shell, the user types exit (return to sh) and types exit again
(return to bash).

2.5 /sbin
The term sbin stands for system binaries which are files executed by the system or privileged
users. Try the fdisk command which resides in /sbin — first as ace, then with root privileges:

File Edit View Terminal Help

ace@ace:/$ fdisk -1
ace@ace:/$ sudo -1
root@ace:~# fdisk -1

Disk /dev/sda: 8589 MB, 8589934592 bytes

255 heads, 63 sectors/track, 1044 cylinders
Units = cylinders of 16065 * 512 = 8225280 bytes
Disk identifier: 9x08031f56

Device Boot Start End Blocks Id System
Jdev/sdal * 1 993 7976241 83 Linux
/dev/sda2 994 1044 409657+ 5 Extended
Jdevy/sdas 994 1044 409626 82 Linux swap / Solaris

root@ace:~#

The fdisk command

With ace account privileges, the command executes without an error, but does not display any
results. With root privileges it lists information about the partition table.

2.6 /etc

2.6.1 Introduction

The /etc directory holds configuration files for the operating system and applications. For
example, the /etc/addusers.conf file specifies options for the adduser command.

Eile Edit View Terminal Help

# /etc/adduser.conf: “adduser' configuration.
# See adduser(8) and adduser.conf(5) for full documentation.

# The DSHELL variable specifies the default login shell on your
# system.
DSHELL=/bin/bash

|# The DHOME variable specifies the directory containing users' home
# directories.
DHOME=/home

# If GROUPHOMES is "yes", then the home directories will be created as
# /home/groupname/user.
GROUPHOMES=no

fetc/adduser.conf

The adduser.conf file allows system administrators to specify the default home directory for new
users. The default is /home/<user>, but it could be changed to another existing directory.
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2.6.2 /etc/passwd and /etc/shadow

The /etc/shadow file didn't exist on early Linux distributions. Originally only root could access
the /etc/passwd file, which stored user names, user configuration information, and passwords.
However, when common programs such as Is running under reduced privileges needed access to
user names, passwords were moved to the shadow file. Now almost any account can view the
passwd file, but only root or administrators can view the shadow file. Please open a terminal and
execute the commands below to view the /etc/passwd and /etc/shadow files. Do not type the
comments, which is the text preceded by two forward slashes //.

Open a terminal

cd /etc //Move to the etc directory

Is //List files

cat passwd //View the /etc/passwd file

cat shadow //Error - regular user cannot view the /etc/shadow file
sudo -s //Escalate to root privileges

cat /etc/shadow //View the /etc/shadow file

Sample /etc/passwd entry for the ace account:

ace : x: 1004 : 1004 : ,,, : /home/ace : /bin/bash

ace - username

X — indicates the password hash stored in /etc/shadow
1004 - user id

1004 - group id

., - place to list user ID info (name, phone number, etc)
/home/ace - home directory

/bin/bash - user's default shell

Sample /etc/shadow entry for the ace account:

ace : $6%eaG47PNn$HW.J8bMbRmMEIiki7E5K8QwW2U1aWkJzH80AsGTDqoS6sm5EP.JLjw
7r03PrgXuyvingetqad TvCkuQ.ybsCZ10 : 14524 : 0: 99999 : 7 :::

a)

ace — Username

: and $ — Delineators

6 — Indicates algorithm (SHA-512 in this case)

$ — Delineator

eaG47PNn — Password salt

$ — Delineator

HW...Z10 — SHA hash of password

14524 — Number of days since (Jan 1970) the password was last changed

0 — Number of days before password can be changed (0 means can change any time)
99999 — Number of days until required to change password

7 — Number of days to warn user of password expiration

27 — Number of days after which password is disabled, Number of days since Jan 1, 1970
that account has been disabled, Reserved field for future use

2.7 lib
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The /lib or library directory holds shared libraries used by the system and its applications.
Library files are typically named <library name>.so.<version number>. This directory also holds
kernel modules, which if loaded add functionality to the base Linux kernel.

2.8 /dev

The /dev or device directory contains special files for devices such as the hard drive, printers,
external drives, and ports.

2.9 /proc

The /proc directory holds operating system state information on running processes and hardware.
It is a virtual file system stored in memory (volatile). Directories named after process ids store
information about processes.

2.10 tmp
The /tmp or temporary directory is a place to store temporary files. The system typically deletes
temporary files upon every boot-up.

2.11 /var/log

The /var/log directory holds the log files for the system and applications, including web servers,
ftp servers, etc. Below see syslog (system log) output showing a restart, the system requesting an
IP address, and some commands executed as the root account.

File Edit View Terminal Help

Aug 25 87:59:28 ace syslogd 1.5.8#5ubuntu3: restart.

Aug 25 07:59:28 ace anacron[6839]: Job “cron.daily' terminated

Aug 25 87:59:28 ace anacron[6839]: Normal exit (1 job run)

Aug 25 ©7:59:30 ace dhclient: DHCPREQUEST of 192.168.2.250 on eth@ to 192.168.2.4 port &7

Aug 25 87:59:30 ace dhclient: DHCPACK of 192.168.2.250 from 192.168.2.4

Aug 25 ©7:59:30 ace dhclient: bound to 192.168.2.258 -- renewal in 301 seconds.

Aug 25 ©8:00:02 ace /USR/SBIN/CRON[7628]: (root) CMD ([ -x /usr/sbin/update-motd ] && /usr/sbin/u
pdate-motd 2>/dev/null)

Aug 25 88:00:02 ace /USR/SBIN/CRON[7638]: (root) CMD ([ -x /usr/sbin/update-motd ] &% /usr/sbin/u
pdate-motd hourly 2=/dev/null)

The syslog file
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3. Twenty-three Useful Linux Commands

This section covers a set of twenty-three Linux commands. Switches are command modifiers that

often take the syntax of a dash followed by a letter (-h) or two dashes followed by a word

(--help). Open a terminal and type the commands in order as listed. Do not type the comments,

which is the text preceded by two forward slashes //.

3.11s (List Files)
Is

o //List files

e Is-a //List all files including hidden files (file name prefaced by a dot)
o Is-l //List files in long format

o Is-al //List all files in long format

o s-il //List the index number or inode of each file in long format

e Is--help //To get more information about the Is or many other commands
e manls //To get more information about the Is or many other commands
e aproposls //To get more information about the Is or many other commands

3.2 cd (Change Directory)

e cd/ //Move to the root directory

e cd/home/ace //Move to the home directory of user ace

e cd. //Move up a directory (to /home)

e cd. //Move up a directory (to /)

e cd~ //Move to the home directory of the current user ace

3.3 pwd (Print Working Directory)

o cd/ //Move to the root directory

e pwd //List the current working directory

e cd~ //Move to the home directory of the current user ace
e pwd //List the current working directory

e cd.. //Move up a directory

e pwd //List the current working directory

e cd /home/ace //Move to the home directory of user ace

e pwd //List the current working directory

3.4 touch (Create a file, Change the file timestamp)

e cd ~/Desktop //Move to the Desktop of the current user ace

e touch test.doc //Create an empty file

e touch testl.doc test2.doc //Create two empty files

e touch -d '1 May 2005 10:22" test.doc //Change the last access time on a file to the time specified
o Is-al //Verify the time change on file test.doc

3.5 cat (Display the contents of a file) and tac (Display backwards)

e cd ~/Desktop //Move to the Desktop of the current user ace

e touch test.doc //Create an empty file

e cattest.doc //Since the file is empty, displays nothing

e  Move to the desktop GUI and double-click on test.doc to open it in an editor.

e Add some text and save the changes.

e Return to the terminal

e cattest.doc //Displays contents of test.doc

e tac text.doc //Displays contents of test.doc last line first and first line last
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3.6 echo (Echo back text or variable values ($) to the terminal)

e cd ~/Desktop //Move to the Desktop of the current user ace

e echo Hello World! //Echos “Hello World” back to you on the terminal

e echo Hello World! > hello.txt //Writes “Hello World” into a new file called hello.txt

e echo $PATH //Echo the current user's path (lists the directories where the

system automatically looks for commands)

3.7 cp (Copy afile)

e cd ~/Desktop //Move to the Desktop of the current user ace
e echo hi > star.doc //Create file named star.doc containing “hi”
e catstar.doc //Verify text “hi” is in star.doc

e cp star.doc venus.doc //Copy star.doc to new file venus.doc

e catvenus.doc //Verify text “hi” is in venus.doc

3.8 rm (Remove afile)

e cd ~/Desktop //Move to the Desktop of the current user ace

o s //List files

e rmstar.doc //Remove (delete) star.doc

e Im test* //Remove all files starting with test. The * is a wild card.

3.9 mkdir, rmdir, and rm -rf (Make and remove directories)

e cd ~/Desktop //Move to the Desktop of the current user ace

e mkdir emptydir //Make an empty directory called emptydir

e mkdir clowndir //Make a directory called clowndir

e cd clowndir //Move to directory clowndir

e touch bozo.txt //Create an empty file in clowndir called bozo.txt

e echo big nose > curly.txt //Create a file curly.txt containing “big nose” in clowndir
e cd. //Move up one level to Desktop

e rmdir emptydir //Delete the emptydir directory

e rmdir clowndir //Try to remove clowndir, but get error due to contents

e rm -rf clowndir //Recursively remove clowndir and its contents (be very

careful using the rm -rf command!)

3.10 su (Switch user)

e sudo -s //Switch to root access
e Suace //Switch back to ace user account

3.11 whoami (List current user name)

e whoami //List current user ace

e sudo-s //Switch to root access

e whoami //List current user root

e suace //Switch back to ace user account

APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED
22



3.12 nano, gedit (Text editors)

cd ~/Desktop //Move to the Desktop of the current user ace

nano nano.txt //Open a new file for writing in the terminal text editor nano

Write some text into nano.txt

Press control-X to exit the program

Type Y and hit enter to confirm exit and save

gedit gedit.txt& //Open a new file for writing in the GUI text editor gedit
//Note the & - this opens a process not tied to the terminal

e Type some text, save the file, and exit

3.13 which (List where program is installed)

e whichls //List location of Is command
e which fdisk //Lists location of fdisk command
e which perl //Lists location of perl

3.14 w (List current users)

e W //List the users currently logged onto your system

3.15 find (Search file system)

e cd ~/Desktop //Move to the Desktop of the current user ace

e find/-name ssh* //Starting at the / directory, search for files with names that start with ssh
(Recall * is a wild card. Note all the permission denied messages.)

e sudo-s //Switch to the root user

e find/-name ssh* //T typically search as root user to ensure I find all files (no denied messages!)

e find ssh* //Searches only the current directory, returns nothing

o find *.txt //Searches for all .txt files in the current directory, returns gedit and nano files

3.16 ps (List processes)
e ps //List minimal information about running processes
o ps-ef //List full information about processes running

3.17 tar (Create archive (like zip))

cd ~/Desktop //Move to the Desktop of the current user ace

tar -cvf arch.tar nano.txt gedit.txt //Put nano and gedit text files into an archive called arch.tar
Return to the Desktop GUI

Right click on arch.tar and select Extract Here

Note that this extracts nano and gedit to a directory named arch

3.18 grep (Search a file or terminal output)

e ps-ef | grep gnome //Takes the output of ps and pipes it to grep for searching, returning lines
containing gnome
Use gedit to create a file named limerick.txt and paste the following text into it:
There once was a young girl named Ruth
Who moved to the town of Duluth
She bought a big house
But married a louse
Who slowly dismantled her youth

e Return to the terminal
e cat limerick.txt | grep Ruth
e cat limerick.txt | grep uth
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e cat limerick.txt | grepu

3.19 more (Display text a single screen at a time — useful for long files)
e Use gedit to edit limerick.txt.

Select all text and copy

Paste the text into the document 10 times.

Return to the terminal

more limerick.txt

3.20 md5sum (Calculate the md5 hash of afile)
e md5sum limerick.txt
e Note: The MD5 checksum of a file serves as a unique identifier for that file. If one bit is changed in a file,
its MD5sum changes. The MD5sum of a file is useful for verifying files downloaded correctly.

Please continue to explore Linux commands using online resources,
apropos, help and man pages
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4. File Permissions

4.1 Introduction

Linux uses Discretionary Access Control (DAC), meaning the owner of a resource dictates rights
to the resource. This means the file creator (owner) and root have the ability to control who
reads, changes, executes, or deletes the file.

e Open a terminal
e cd ~/Desktop //Move to the Desktop of the current user ace
o Is-al //Long listing format including file permissions

ace@ace:~/Desktop$ 1s -al
total 24

ace |lace |4096 2009-08-28 15:45

ace |lace |4096 2009-08-28 15:33

ace |lace 3 2009-88-26 15:55

ace |lace |1832 2009-08-26 16:13 limerick.txt
ace |lace 79 2009-08-26 16:01 me.txt
root|iroot 5 2009-88-25 13:25 nano.txt
ace@ace:~/Desktops [

Permissions, owners, and groups of files stored on the Desktop

Circled in red are the file permissions, in orange is the file's owner, and in green is the file's
group. Nine bits of each file are used to store read, write, and execute file permissions.

e r = Read permission (e.g. view with gedit)

e W = Write permission (e.g. change with nano text editor and save)

e X = Execute permission (e.g. execute a perl binary)

e - = Unauthorized to read, write, and/or execute

The listing specifies permissions for the file owner, members of the file's group, and all other
users. See below a close-up and colorized version of the file permissions for gedit.txt.

-rwX ==

e In black, the dash specifies gedit.txt is a file. A d in this position specifies a directory.

e In red are the permissions for the file's owner. The owner may read, write, or execute the
file. The owner of gedit.txt is ace.

e In orange are the permissions for the file's group. Members of the group may read or
write to the file, but may not execute it. The group of gedit.txt is ace.

e In green are the permissions for the all other users. All other users may read the file, but
may not write to it or execute it.

Note: Set the default file permission for new files in /etc/profile with the umask command. For
example, add umask 222 at the end of the profile file to set the default file permission to 555.
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4.2 RWX Examples
1) File T permissions are -rwXrwxrwx
2) File U permissions are drwxrwxrwx
3) File V permissions are -r--r--r--

4) File W permissions are -rwx
5) File X permissions are

Anyone can read, write, or execute T
U is a directory
Anyone can read V, no one can write to or execute

Only the owner can read, write or execute

Root can still read but not write or execute. No one

4.3 Numeric Representation of File Permissions
Computers use bits to store file permissions.

rwxrwxrwx is stored as 1's and Os, in this case 111111111

Recall octal (same as decimal from 0-7) / binary equivalents:

4.4 Numeric Representation Examples

Octal

(=]

~N NN R W

Binary

000
001
010
011
100
101
110
111

else can read, write, or execute.

Letter version Binary version Octal Version

Owner Group All Other Owner Group All Other Owner Group All Other
Users Users Users

rwx WX WX 111 111 111 7 7 7

T™W- r-- -W- 110 100 010 6 4 2

I'wX --X T™W- 111 001 110 7 1 6

r-x -WX - 101 011 000 5 3 0
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4.5 chmod (Change RWX File Permissions)

Open a terminal

cd ~/Desktop

Is -al

sudo -s

chmod 777 limerick.txt
Is -al

chmod 000 limerick.txt
gedit limerick.txt

> Can you read the file with root privileges?
> Can you edit the file with root privileges?

e chmod 755 limerick.txt
e Is-al

4.6 chown (Change File Owner)

Open a terminal

su ace

cd ~/Desktop

touch chown.txt

Is -al

sudo -s

chmod 770 chown.txt
chown root chown.txt
Is -al

su ace

gedit chown.txt

not?

4.7 chgrp (Change File Group)
Open a terminal

cd ~/Desktop

Is -al

sudo -s

chgrp root chown.txt

Is -al

su ace

gedit chown.txt

not?

//Move to the Desktop of the current user ace
//Long listing format including file permissions
//Switch to root

//Change file permissions so all users can rwx

//Change file permissions
/ITry to read/write file with root privileges

//Change file permissions

//Ensure ace privileges

//Move to the Desktop of the current user ace
/[Create file owned by ace

//Long listing format including owner
//Escalate to root privileges

//Change file permissions

//Change file owner to root

//Long listing format including owner
//Switch to ace privileges

//Can you read/write chown.txt? Why or why

//Move to the Desktop of the current user ace
//Long listing format including group
//Escalate to root privileges

//Change file group to root

//Long listing format including group
//Switch to ace privileges

//Can you read/write chown.txt? Why or why
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5. Review Questions
e Compare and contrast the /bin and /sbin directories

e Assume you have root privileges. Write the terminal commands to change the owner and
group of a file named file.txt to galactica (owner) and starbuck (group).

e Write the binary and octal representations of the following file permissions:
°  -TWXI-X-W-

°  -ITW---XTI--
e Compare and contrast the information stored by the /etc/shadow and /etc/passwd files

e Questions a-e refer to the screenshot below:
> Who is the owner of superman.txt?
> To what group does superman.txt belong?
> List the owner privileges for superman.txt
> List the group privileges for superman.txt

° List all other user privileges for superman.txt

root@ace:~/Desktop# ls -al

total 8

drwxr-xr-x 2 ace ace 4896 2009-88-31 11:12
druxr-xr-x 38 ace ace 4096 2009-88-31 10:56
-rwxr----x 1 ace root 0 2009-08-31 11:12
root@ace:~/Desktop#
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Cyber Fundamentals #3: VMware Snapshots and
Ubuntu Package and Account Management

1. Introduction

This brief activity is an introduction to using VMware snapshots and Ubuntu package and
account management. You'll make a VMware image snapshot, change the image and revert to
the snapshot, install a select set of Ubuntu packages, and create new user accounts.

¥ Sonja.Glumich VMware Remote Console  Devices

< Applications  Places = @ wl Mon Au

% Administration )‘ /& Authorizations

_rf Computer Janitor
@ Help and Support

‘€ About GNOME
+33 About Ubuntu

ﬁ Hardware Drivers

w Language Support
@ Log File Viewer

(=] Login Window
Network Tools
H‘ Printing

Services

@ Software Sources

‘=1 Synaptic Package Manager >

lﬁ' System Monitor
Synaptic for Ubuntu Package Management

1.1 Objectives

e Create an Ubuntu image with VMware

e Take a snapshot and revert to a prior snapshot with VM Ware
o Install the nmap package with the Synaptic package manager
o Install the vsftpd package with the apt package manager

e Update installed packages using the Update Manager

e Create and delete Ubuntu user accounts through the Graphical User Interface (GUI) and
the terminal
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1.2 Materials

e Windows computer with access to an account with administrative rights
e VMware Server

e Ubuntu OS iso file

1.3 Assumptions
e The provided instructions were tested on a Windows Vista physical machine. Instructions
may vary for other OS

e The student has administrative access to their system and possesses the right to install
programs

e The student's computer has Internet access

1.4 Random Notes
e A Jackalope is a mythological animal that is a cross between a jackrabbit and an antelope

e Ubuntu, an African word, means Humanity to others
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2. VMware Snapshots

2.1 What is a Snapshot?

Snapshots capture an image in an instance of time and can serve as a “known good state” for
system backup and restore. Imagine you have a website. You install the website on a VMServer
image, take a snapshot, and make the website available to the public. Someone hacks your image
and deletes all of your website files. If the compromise is limited to the image (doesn't include
the host), you can revert to the initial snapshot, (hopefully) mitigate the vulnerability the attacker
exploited, take an updated snapshot, and put the site back online. (Note: In this case it would be
smart to make additional offline copies of the website files and the VMware image.)

2.2 Create a Snapshot

e Power on and log into the Ubuntu image

e From the VMware Web Access page, select Virtual Machine > Take Snapshot

& VMware Infrastructure Web Access (hyperwatcher@hyperwatcher3)

Application RUTGOEIRSERGTEN Administration [n [:) @ o -

Virtual Machines ich

Inventory

r Q hyperwal
= :
HE Son)

Create Virtual Machine
Add Virtual Machine to Inventory

Power

Power Off
Sus=pend

Reset

Snapshot

==l

Take Snapshot

zole Tasks | Events | Permissior

e Return to the image, right click on the Desktop, select Change Desktop Background,
choose a different background image, and click on Close. Make any other changes (open

a terminal or other programs, etc.) you wish.
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2.3 Revert to the Prior Snapshot

e Return to the VMware Web Access page and select Virtual Machine > Revert to
Snapshot

&l VMware Infrastructure Web Access (hyperwatcher@hyperwatcher3)
Application BWUTROEINLEETEY Administration oo | p @ 0 -

Inventory | Virtual Machines ich

v E hyperwa: Create Virtual Machine

Add Virtual Machine to Inventory

zole Tasks | Event:

Power

Power Off
Suspend

Reset
Snapshot

Take Snapshot
- | Revert to Snapshot

Remove Snapshot

e Return to the image. The Desktop image and anything else you changed will have
reverted to state at the time of the snapshot

e VMServer can only save a single snapshot. Taking a second snapshot will overwrite the
first. VM Workstation (costs $) can save multiple snapshots.
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3. Ubuntu Package Managers

3.1 What is a Package?

In the past, users downloaded Linux software as source, configured it, compiled it, and installed
it. This process was tedious and error prone. Today, most Linux software is available in
packages, software pre-built for a specific OS version. Packages combined with package
managers such as Synaptic and apt makes installing software packages on Linux often easier
than installing software on Windows.

3.2 The Synaptic Package Manager
e Synaptic Package Manager is a GUI used to easily install/uninstall/update software

e To start Synaptic select System > Administration > Synaptic Package Manager

¥ Sonja.Glumich VMware Remote Console  Devices

«{Z Applications Places & )| Mon Aug

% Preferences

% Administration )I ir& Authorizations

_-’f Computer Janitar
@ Help and Support

Hardware Drivers
‘€ About GNOME w

w Language Support
@ Log File Viewer

+3 About Ubuntu

(5] Login Window
Network Tools
LEJ Printing

Services

(=1 Software Sources

&? Synaptic Package Manager >

lm System Monitor

.4

e Synaptic will start, listing packages available for download from remote repositories (you
must have an Internet connection to install from remote repositories)

e Synaptic enables browsing for packages by category, searching for a packages by name
or keyword, and updating currently installed packages to the latest version

e To install a package, simply select the box preceding the package name, click Mark for
Installation, and click Apply

e See below for a search for netcat, which is already installed
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51 ynaptic Package Manager N
e Sotkags  Help

zsaarcn for a package by name
gs::;:;“:m”w Quick search &
;
earch
S Package Installed Version | Latest Version Descripti
I  netcaté ‘103 TCPAIP s
oy netcat e Installed Package ; Dark Sox ‘11038 TCPP s
[l 43 netcat-traditional 1.10-38 1.10-38 “TCPAP s
Corgmunication <D5-)3 netcat-openbsd €=tot installed :1.89-3ubuntul  TCP/Ps
(Search for packages by ltivers| | |[[].  netrw : 11.3.2-2 “netcat lik[+]
category . o
Lommunicauon {restricted (€] Il B
Communication (universe) No package is selected.
Cross Platform
Mmoot [
([ m ] []
Sections
Status

Custom Filters

| |
| |
| Origin |
| |
|

Search Results |

12 packages listed, 1174 installed, 0 broken. 0 to install/upgrade, 0 to remove

Use Synaptic to install the nmap package

3.3 The apt Package Manager

To optimize system performance, Linux servers often have no GUI installed and require the
terminal for user input. The apt-get command-line utility provides functionality similar to
Synaptic.

Open a terminal

sudo -s (to get root privileges)

apt-get update //Ensures most up-to-date listing of packages
apt-get upgrade //Upgrades outdated packages to the current version
apt-get install <package name>

° Install new package

> Ex. apt-get install nmap
apt-cache search <package name>

> search for packages

> Ex. apt-cache nmap
apt-cache dump

> Lists all packages

> Try dpkg -l for a more concise listing
apt-get upgrade //Upgrade all outdated packages
apt-get install vsftpd //Install the vsfptd package
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4. Create Ubuntu User Accounts

As with most things in Ubuntu, there are multiple ways to create accounts. Two of the ways are
through the User Settings GUI and the adduser command.

4.1 The Users and Groups GUI

e Select System > Administration > Users and Groups

Select Unlock and enter your password

Select Add User

Users Settings

Name Login name | Home director)(
\'i{ root Eroot E,-‘root
\'i-" ace Eace E,fhomeface

=k Add User

‘ SManage Groups

‘ ﬂelp | Qgglose ‘

e Create account ace2 with password ilikeace

e Select the different profiles (Administrator, Unprivileged, Desktop User) and click on the
User Privileges tab to view the privileges associated with each profile

e Note that while the Administrator has almost all privileges by default, Unprivileged has
no default privileges. Make ace2 a Desktop user which imparts moderate privileges.

= New user account

Account|(:onta€ User Privileges }dvanced
e ——

3

Basic Settings

Usermmame: | ace2

Real name:

Administrator
Unprivileged

Desktop user

User password: |........

Confirmation: |........
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4.2 The Command Line (adduser)

e Open a terminal

e Type sudo -s and enter your password to gain root privileges

e Create Account:
0 Type adduser ace3 and follow the prompts

0 This creates an account with very limited privileges (unprivileged account)

0 Type id ace3 — note the ace3 account isn't assigned to any groups

e Add User to a Group:

0 Upon joining a group, a user will inherit any privileges assigned to the group

0 Type adduser ace3 admin to add ace3 to the administrators group

0 Type id ace3 — note the ace3 account is now assigned to the admin group

e Delete Account:
0 Type deluser ace3 to delete the ace3 account

[=] rooti@ace: [

File Edit View Terminal Help

Adding new user ‘ace3' (1804) with group “ace3’
The home directory " /home/ace3' already exists.
Enter new UNIX password:

Retype new UNIX password:

passwd: password updated successfully

Changing the user information for ace3

Full Mame []:
Room Mumber []:
Work Phone []:
Home Phone []:
Other []:

Is the inforpadss

Adding user °
Adding user ace3 to group admin
Done.

root@ace: ,-’#.

uid=1004(ace3) gid=1804(ace3) groups=1084(ace3)

root@ace: /#deluser ace

Removing user ote ..
Warning: group “ace3' has no more members.
Done.

root@ace: /# ||

L

Enter the new value, or press ENTER for the default

Mot copyinc

Q21 (adnin)}
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5. Review Questions

Write an Ubuntu Linux command to determine the group ID for a user named clark.

Write a single Ubuntu Linux terminal command to search for a package named
wallyworld.

What is one difference between VM Server and VMW orkstation?
Write an Ubuntu Linux command to add a new user named ellen

Write an Ubuntu Linux command to add user ellen to a group named rusty.
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Cyber Fundamentals #4: Windows and Linux
Network Configuration

1. Introduction

Establishing network connectivity in Windows and Linux follows a similar process. Steps
include setting the computer's Internet Protocol (IP) address, the addresses of the Domain Name
Servers (DNS) servers, and the route to the gateway (the gateway links an internal network to
external networks).

This review examines the processes and resources involved in managing network configuration
on Windows and Linux machines. It includes an overview of useful networking commands like
ipconfig, ifconfig, netsh, and route.

[z+.] Admiinistrator: Command Prompt i ]|

Autoconfiguration Enabled .
Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix . ACE HETWORK

Description . . . . . . . . . . Marvell Yukon BBEBA3? PCI-E Fast Ethernet
Controller

Physical Address. . . . . . Bl—1D-72-59-9E-68

DHCPF Enabled. . . . . . . . Yes

Autoconfiguration Enabled . Yes

Link-local IPub Address . . feBA:::cdB6:99c?:41ed:3de2xiB(Preferred)

IPv4 Address. . - - - . . . 1922.168.2.224(Preferved)

Subnet Mask . . . . . . 255.255.255.8

Lease Obtained. . - . Tuesday,. August 18, 2087 168:16:16 AM

Lease Expires . . - . Tuesday, August 18, 2087 12:16:16 PM

Default Gateway . - . 192.168.2 .1

DHCP Server . . 192.168.2.4

DHS Servers . . 24.92.226.12

24.92.226.11

MNetBIOS over Tcpip. - . . . . . . = Enabled

Ethernet adapter UMware Network Adapter UMneti:

Connection—specific DHE Suffix . =
Description . H

UMware Uirtwual Ethernet Adapter for UMnet |

Windows Vista Command Prompt — ipconfig Command Output

1.1 Objectives

e Review basic network concepts
e Configure Windows and Linux to connect to a network

e Review the ping, netstat, ipconfig/ifconfig, and route commands
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1.2 Materials

e Windows computer with access to an account with administrative rights
e VMware Server
e Ubuntu OS iso file
1.3 Assumptions
e The provided instructions were tested on a Windows Vista physical machine and an

Ubuntu Jaunty Jackalope VMware virtual machine. Instructions may vary for other OS.

e The student has administrative access to their system and possesses the right to install
programs

e The student's computer has Internet access

1.4 Random Notes
e Like Linux, Macintosh (based on Unix) provides the ifconfig command

e ifconfig stands for “interface configurator”

e ipconfig stands for “internet protocol configuration”
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2. Basic Networking Concepts

2.1 What is a Network Packet?
A packet is discrete amount of data (think a finite string of 1s and 0Os) structured in a particular
format.

DD‘I‘D‘I 1‘1 01
If (first 3 bits == 001) {Evacuate} If (first 3 bits == 111) {Stay Indoors}
If (middle 3 bits == 011} {Fire} If{middle 3 bits == 000) {Poison Gas Attadk}
If (last 3 bits == 010) {Rome, NY Office} If (last 3 bits = 101) {Chicago, IL Office}

The order of 1s and Os in a packet impart additional meaning

A computer sending data over a network divides the data to be transmitted into packets and sends
them to the remote system, which reassembles the packets into the original data.

I-_'__F'_'_;TII
=

Ay

Data Packets Packets  Data

192.168.1.9 66.123.4.22

Internet

Data disassembled into packets, routed independently through a network, then reassembled
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2.2 What is an IP Address?

An [P Address uniquely* identifies computers on a network, enabling computers to send and
receive packets. Computers mark packets with the source (sender) and destination (recipient) IP
addresses. IP addresses take the format W.X.Y.Z, where W, X, Y, and Z range between 0 and
255 (decimal).

Comparing a packet to a letter, the sending or source (src) computer's IP address is similar to the
return address of the sender of a letter. The IP address of the receiving or destination (dst)
computer is similar to the street address of the building receiving the letter.

*In some cases computers use duplicate IP addresses...but this discussion is too in-depth for this
brief review

2.3 What is a Port Number?

Computers often also mark packets with the source (sender) and destination (recipient) port
numbers. If an IP address is similar to a street address of a building, the port number is like an
apartment number. The port number tells the receiving computer which of its many running
applications (which of many apartments in a building) should receive the packet. For example,
Firefox and an FTP client might send information to the same IP address (same computer) but
different port numbers (different applications running on the same computer).

Src IP Address
Src Port

Packet

Dist 1P Eddress =123 17 §1 South
Destination Port ~ Apt 30

IP Address
Packet addressed to a Web Server at 123 1 St S The Apache Web Server lives in Apt 80 (Port)
The Filezilla FTP Server lives in Apt 21 (Port)
Both live at the same Street Address (IP Address)
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2.4 What is Dynamic Host Configuration Protocol (DHCP)?

|| | need network configuration informatio
|
. IF Address: 192.168.1.55
el Metmask 255.255.255.0
\/’ 4——DHCP Server 192,168.1.2
DMS Server: 24.15.22.33

192.168.1.9 e i i DHCP Server
192.168.1.2

Dynamic Host Configuration Protocol is a network protocol used by clients (like your own
computer) to retrieve network configuration information from a server. This information allows
the client to communicate on the network.

2.5 What is Domain Name System (DNS)?

S —What is the IF address of wwew yahoo.com’?
\;/ 4———IP address 66.14.23.11

192.168.1.9 DNS Server
24.15.22.33

Q: Would you enjoy typing IP addresses (like 64.233.169.147) in your web browser every
time you wanted to visit a web page (like the Google home page)?

A: Probably not. Humans remember names or phrases far better than seemingly meaningless
strings of numbers. However computers such as routers work with IP addresses, not domain
names. Luckily, Domain Name System (DNS) servers translate domain names humans type into
browsers (www.google.com) into IP addresses (64.233.168.147). Bottom line: if your computer
can't reach a DNS server, you won't be able to browse the Internet using domain names (no
www.netflix.com for you!).

Q: How does a computer locate a DNS server?

A: There are many publicly available DNS servers. A computer may obtain the IP address of a
DNS server from a DHCP server or a user can specify the DNS server IP address manually
through a GUI or in a configuration file.
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3. Internet Protocol (IP) Addresses

A user manually sets a static IP address. It does not typically change over time*. A DHCP
server automatically sets a dynamic IP address. The DHCP server leases a computer an IP
address for a certain amount of time. When the lease expires, the system may receive a different
address from the DHCP server (although it tends to remain the same).

*Unless the user manually changes the address or enables dynamic addressing.

3.1 Setting a Static IP Address - Windows Terminal

e Open a Windows terminal
e Type netsh interface ip show config to see network configuration information
e Type ipconfig /all for another method of viewing network configuration information

e Look at the entry for “Local Area Connection”** and note the IP address, Subnet Mask
(netmask), default gateway, DHCP server, and DNS servers

e Type netsh interface ip set address name=""Local Area Connection"" static
192.168.1.100 255.255.255.0 192.168.1.1 1 to manually set the following:

> Static IP address to 192.168.1.100

> Netmask to 255.255.255.0

o QGateway to 192.168.1.1

> Gateway Metric to 1 (don't worry about this field)

**[t may also be something like Local Area Connection 3. If using a wireless connection, insert
“Wireless Network Connection” everywhere you see “Local Area Connection”

3.2 Setting a Dynamic IP Address (DHCP) - Windows Terminal

e Type netsh interface ip set address "*Local Area Connection® dhcp to dynamically fetch
IP address and other configuration information from a DHCP server.

e Type ping www.yahoo.com to verify connectivity. If you have connectivity issues and
get stuck, use ipconfig /all to verify the network configuration information is correct
and/or restart the system.
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3.3 Setting Static and Dynamic IP Addresses - Windows GUI
e Go to Start > Control Panel > Switch to Classic View > Network Connections

e Right click Local Area Connection (or Wireless Network Connection if using Wireless)
e Select Properties

e Seclect Internet Protocol Version 4 (TCP/IPv4) and click on Properties

—

This connection uses the following tems:

"% Client for Microsoft Networks

=0 \/Mware Bridge Protocal

v .@QDS Packet Scheduler

v .@HE and Printer Sharing for Microsoft Metworks

: Vapper IED Driver
W s Link- La*,fer Topology Discoveny Responder

Install... [riretall Properties

e For steps 7 and 8, leave your network settings the way they are (or first take a
screenshot to ensure you can revert them back to the way you found them)

e To set the IP address and DNS servers dynamically using the DHCP server, you'd select
the options highlighted below:

@Ein an IP address aummaﬁ@

—i™ Use the following IP address:

IF address:

|
Subnet mask: I
|

Defaulk gatewany:

* Obtain DNS server address aum@

—{™ Use the following DMS server addresses:

Freferred DG server: |

flbermate DMNE server: |
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e To set a static IP address and DNS servers manually, you'd select the options highlighted
below and manually fill in the information as shown:

™ Obtain an IP address automatically
* Use the following IP addresB

IP address: | 192,188 . 1 . 100
Subnet mask: | 255 255 .255. 0
Default gateway: 192.188. 1 . 1
£ obtain D Sukarmatically

{* Use the following DNS server addresses:
Preferred DMS server: 24,92 .23, 12

Alternate DMS server: I 24 .92 ,22% . 11
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3.4 Setting a Temporary Static IP Address in Linux

e In Ubuntu, open a terminal and sudo to root (sudo -S)

e Type ifconfig to view network configuration information. Note that your system may use
a different interface than ethO (wlan0, eth1, eth2...).

File Edit View Terminal Help

are@ace:~% ifconfig |4l
Link encap:fihesre Hiaddr ©0:8c:29:92:b7:bb

inet addr&l92.168.2.244.) Bcast:192.168.2.255 Mask§255.255.255.0

ineté addr: Ted@::20c:29ff:fe92:b7bb/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:45 errors:® dropped:@ overruns:8 frame:@
TX packets:31 errors:® dropped:@ overruns:@ carrier:@
collisions:@ txqueuelen:1068

RX bytes:56887 (5.0 KB) TX bytes:4508 (4.5 KB)
Interrupt:19 Base address:0x2080

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6é addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
R¥ packets:4 errors:@ dropped:® overruns:@ frame:@
TX packets:4 errors:8 dropped:® overruns:@ carrier:@
collisions:@ txqueuelen:@
RX bytes:240 (240.8 B) TX bytes:240 (240.8 B)

ace@ace:~$ |J

Record the original IP address and netmask

e Type ifconfig eth0 192.168.1.100 netmask 255.255.255.0

e Type ifconfig ethO to verify the change

e If you restarted your system at this point, your ifconfig changes would be lost
e Type ifconfig ethO <original IP address> netmask <original netmask>

e Type ifconfig ethO to verify the change

e Type ping www.yahoo.com to verify connectivity. If you have connectivity issues, try
requesting an IP address from your DHCP server (dhclient) or restarting the image.
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3.5 Setting a Persistent Static IP Address in Linux

e Open a terminal and sudo to root to enable running gedit with root privileges (sudo -S)
e Use gedit to open /etc/network/interfaces (gedit /etc/network/interfaces)

e If you see the below lines, comment them out (precede comments by the # sign)
#auto eth(
#iface ethO inet dhcp

e Assuming eth0 is your primary interface add the following to the interfaces file:
#The primary network interface — static IP
auto ethO
iface ethO inet static
address 192.168.1.100
netmask 255.255.255.0
network 192.168.1.0
broadcast 192.168.1.255
gateway 192.168.1.1

interfaces (/etc/network) - gedit

File Edit View Search Tools Documents Help

P2.0 & 4 .

New Open Save | Print... | Undo

|Z] interfaces B |

auto lo |
iface lo inet loopback

#Primary network interface - dynamic IP
#auto eth@
#iface eth® inet dhcp

#Primary network interface - static IP
auto etho
iface eth® inet static

address 192.168.2.246

netmask 255.255.255.60

network 192.168.2.8

broadcast 192.168.2.255

gateway 192.168.2.1

<] ]

Plain Text + || Tab width: 8 v | Ln 15, Col 23 INS

Setting a persistent static IP address in Linux
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From the command line, run ifconfig ethO and note the address is unchanged
Type /etc/init.d/networking restart to reload network configuration parameters
Type ifconfig ethO again and note the address has now changed

Type shutdown -r now to restart the image

Log back in and rerun ifconfig ethO — note the address is still set to the static value

APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED
48



3.6 Setting a Dynamic IP Address in Linux

1. Open a terminal and sudo to root to enable running gedit with root privileges (sudo -s)
2. Use gedit to open /etc/network/interfaces (gedit /etc/network/interfaces)

3. Assuming ethO is your primary interface, comment out the static IP lines and uncomment
the dhcp lines. The interfaces file should now look like:

File Edit View Search Tools Documents Help

D & .0 & |9 y

New Open Save | Print... | Undo

|=| interfaces & |

uto lo E
iface lo inet loopback

#Primary network interface - dynamic IP
auto ethe
iface eth@® inet dhcp

#Primary network interface - static IP
#auto etho

#iface eth® inet static

address 192.168.1.246

netmask 255.255.255.8

network 192.168.1.0

broadcast 192.168.1.255

gateway 192.168.1.1

H o H W W

<]

Plain Text v | Tab Width: 8~ | Ln1,Col 1 INS

Setting a dynamic IP address in Linux
4. From the command line, run ifconfig eth0O and note the IP address is unchanged

5. Type /etc/init.d/networking restart to reload network configuration parameters. Note
how the Ubuntu system requests an IP address from the DHCP server.

6. Type ifconfig eth0 again and note the address has now most likely changed (although it
is possible the DHCP server would give you the same address as the static IP you set)

7. If you have connectivity issues, type dhclient to request an IP address from the DHCP
server.
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4. Routes and the Default Gateway

4.1 What is aroute?

|
ﬂ Send packets to 66 14.23.11—1p g —Forwand packets to 66.14.23.11

\y #-Forward packets from 66.14.23.11— \\\,/ FRﬁHWiH

192.168.1.9 Gateway Yahoo Web Server
192.168.1.1 Internet 66.14.23.11
102.5.23.45

Packets Travel through a Gateway to Reach Internet Resources Outside the LAN

The word route refers to the path a packet takes as it travels from a source to a destination. There
are typically many paths a packet can travel. The route indicates which path a packet should take.
The route is stored in the Kernel IP Routing Table.

4.2 What is the Default Gateway?

Think of the default gateway as the gatekeeper between your local area network and the rest of
the Internet. To reach anything outside the Local Area Network (LAN) on the rest of the Internet,
packets must travel through the gateway. So if you want to visit www.yahoo.com, your computer
has to know the IP address of the gateway, which will forward the packets along the path to
www.yahoo.com.

4.3 Setting the Default Gateway in Windows

See sections 3.1 (terminal) and 3.3 (GUI) for a refresher in setting the Gateway in Windows.

4.4 Viewing the Route in Linux
1. Open a terminal and sudo to root (sudo -s)

2. Type route to view the current route

3. Alternately, type netstat -rn to view the kernel routing table
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4.5 Setting the Default Gateway in Linux

4.5.1 Persistent when using a Static IP
See section 3.5 for a refresher in setting the default gateway in the interfaces file.

4.5.2 Transient with the Route Command
e Use the route add command to set a transient static route (won't last through a reboot)

e Example: route add default gw 192.168.1.1 to set the route to a gateway at 192.168.1.1

4.6 Deleting the Route in Linux — Transient
m) Type route del <destination> to delete a route

n) Example: route del default

o) If the route is set by a DHCP server or statically in interfaces, this change won't persist
through a reboot (the route will reappear)
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5. Review Questions

e Write the terminal command to temporarily change the IP address of an Ubuntu box to
192.68.1.5 with a netmask of 255.255.255.0.

e  Write the terminal command to temporarily change the default gateway route of an
Ubuntu box to 192.168.1.1.

e  Which file in Ubuntu stores static network configuration information (such as IP address,
netmask, gateway, etc.)?

e Explain how to change from static to dynamic addressing:
> On Windows
> On Ubuntu

e Explain the screenshot below:

interfaces (/etc/network) - gedit

File Edit View Search Tools Documents Help

DE.E & 9 5

New Open Save | Print.. | Undo FRedc —ut

|=| interfaces @ |

puto lo E
iface lo inet loopback

#Primary network interface - dynamic IP
auto ethe
iface eth@® inet dhcp

#Primary network interface - static IP
#auto etho

#iface eth® inet static

address 192.168.1.246

netmask 255.255.255.8

network 192.168.1.0

broadcast 192.168.1.255

gateway 192.168.1.1

HH o W B W

<]

Plain Text + | Tab Width: 8+ | Ln1l, Col 1l INS
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Cyber Fundamentals #5: Wireshark

1. Introduction

Wireshark is a free, open source network traffic analyzer. From a security perspective Wireshark
is both a blessing and a bane. Security professionals use Wireshark to view and filter network

traffic and analyze network events. Attackers use Wireshark (and its wireless cousins like

Kismet) to view and filter packets sniffed by pcap containing passwords and other information

from unsuspecting victims.

Every TCP/IP layer adds its own data to a packet. The Application layer adds data. The

Transport layer adds a Transport header. The Internet and Network interface layers add their own
headers. This exercise involves installing Wireshark and using it to view, filter, and analyze

packet header data at each layer of the TCP/IP model.

Application Layer

(HTTP, FTP, Telnet, POP3) Data
| TCP or
Transport Layer
(TCP or UDP) I H';.Ed: ) Dsta
TCF or
'“'”"‘{‘I’;,L“‘" IPHeader | UDP | Data
Header
Metwork TCFP or
Metwork Interface Layer Interface | IP Header UDP Data
Header Header

Each layer adds its own data to packets
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1.1 Objectives
e Install WinPCap and Wireshark

e Explore the Wireshark Graphical User Interface (GUI)
e Sniff, filter, and analyze network traffic with Wireshark
e Define the four layers of the TCP/IP reference model

e List the protocols at each layer of the TCP/IP model

e Examine packet header data with Wireshark

e Define the header fields of Ethernet frame, Internet Protocol (IP), Transport Control
Protocol (TCP), and User Datagram Protocol (UDP) packets

e Draw different types of packet headers, including the header fields and their values.
e Compare and contrast [P, TCP, and UDP

1.2 Materials

e Computer with access to an account with administrative rights
e VMware Server
e Ubuntu OS iso file
e Wireshark and WinPcap
1.3 Assumptions
e The provided instructions were tested on a Ubuntu Jaunty Jackalope image running on a

Windows Vista physical machine. Instructions may vary for other OS.

e The student has administrative access to their system and possesses the right to install
programs

e The student's computer has Internet access
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. Start Sniffing: Perform a Live Capture of Network Traffic
e From the Wireshark GUI, select Help > Contents.

e Peruse the help screens and explore the different menu options to get a feel for the GUI.
e Select Help > Wireshark Online > User's Guide.

e Explore the online user's guide.

e Exit the user's guide and return to the Wireshark GUI.

e Select Capture > Interfaces.

e Select the Capture button on the interface you wish to capture traffic on.

e Select the Stop button.

e Select Capture > Options.

e Under Display Options, select Update list of packets in real time and Automatic
scrolling in live capture to begin a Live Capture.

e Select Start, then Continue without Saving.

e After a minute or two, stop the capture.
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3. Explore the Wireshark GUI: Four Areas of Interest

3.1 Filter Packets with the Filter Bar

The filter bar enables filtering packets by protocol, IP address, port, flags, sequence
number, and many other packet attributes.

Type ip into the filter textbox and click Apply. This shows only the Internet Protocol
packets. (Note that tcp, http, and other packets are also classified as Internet Protocol.)

Type tcp into the filter textbox and click Apply. This shows only the Transport Control
Protocol packets. (Note that http and possibly other types of packets are classified as TCP
packets.)

Type udp into the filter textbox and click Apply. This shows only the User Datagram
Protocol Packets. (Note that NBNS and possibly other types of packets are classified as
UDP packets.)

Type http into the filter textbox and click Apply. This shows only the HyperText
Transport Protocol Packets.

Type ip.addr==your IP address and click Apply to filter out all but your computer's
traffic. (Ex. if your ip address is 10.10.10.2 type ip.addr==10.10.10.2 and click Apply.)

Select Clear
{@ test.cap - Ethereal ['ZJ@@|

Fle Edit W¥ew Go Capture Analyze Statistics  Help

 x & & a B

- ‘a’gxpresslon..‘ “@.gear Qfﬁpply

who has 152.163.0.27
Name query WESTAT *«<00x<00x <00 <!

Gratuitous

1 0.2

2 o0

4 0.725445 192.168.0.2 224.0.0.22 IGMP W3 Membership Report

S 0.018707 192.168.0.2 192.168.0.1 DMS standard query SRY _ldap._tcp. b
& 0.004286 192.165.0.2 233,255,255.250 S5O0F M-SEARCH * HTTR/1.1

7 0.002132 192.168.0.2 192.168.0.1 ONS standard query S04 nb10061d.wwoo:
& 0.004252 192.1658.0.1 192.1658.0.2 SSDP HTTP/1.1 200 OK

9 0.02E985 192.168.0.2 192.168.0.255 MEMS Registration WB WELlOO0&10<00=

10 0.023307 192.168.0.2 192.168.0.1 DMS standard query A proxycont.wwiog
11 0.114211 192.168.0.2 132.168.0.1 TCR 3136 > http [SYN] Segq=0 Ack=0 Wil
12 0.001126 192.168.0.1 192.168.0.2 TCR http = 3136 [SvN, ACK] Seq=0 Ack:
13 0.000043 192.168.0.2 192.168.0.1 TCP 3196 = http [ACK] Segq=l Ack=1l Wil
14 0.00012¢& 192.168.0.2 192.168.0.1 HTTF SUBSCRIBE Jupnp/serwvice/Layer2Fol
15 0,00185%8 192.168.0.1 192,.168.0.2 TCP http > 2186 [ACK] Seq=l ACK=25E |

17 0.015334 192.1658.0.1 132.168.0.2 TR 1025 = 5000 [S¥N] Seq=0 Ack=0 Wil
15 0.00003& 192.168.0.2 192.168.0.1 TCP 5000 = 1025 [Sw¥M, ACK] Seq=0 Ack: -
G n ARTTER 183 age A oA EE- TR uTTo UTTO A A oA O

L4 ¥

+ Frame 1 (42 bytes on wire, 42z bytes captured)
+ Ethernet II, Src: 1%2.16G.0.2 (00:0b:Sd:z20:cd:02), Dst: Broadcast (ff:iff:ff:ff:ff:ff)
+ address rResolution Frotocol (request/gratuitous ARP]

oooo ff ff ff ff ff ff oo ob 5d 20 cd 02 05 06 00 01 ........ 1 -aean.
0010 05 00 06 04 00 0L 00 Ob &d 20 cd 02 cO a8 00 02 ...eeuws 1 eeaans
00z0 00 00 00 00 00 00 CcO a8 Qo o0z o LLLLi.a. ..

J[File: "D — \best.cap” 14 KB 00:00:02 [Pr1z0D: 120m 0

Wireshark filter bar

3.2 View Packet Summaries with the Packet List Window
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Packet number (No.): Numbers each packet starting with 1 for the first packet
Timestamp (Time): Default is the number of seconds since the beginning of capture

IP Addresses (Source, Destination): The source and destination addresses of the packet
Protocols (Protocol): The packet protocol (TCP, UDP, NBNS, etc.)

Additional Protocol Information (Info): (Example, for a TCP packet, this field states if
itis a SYN, ACK, or FIN packet.)

@ test.cap - Ethereal g@@l

File Edit Wiew Go Capture Analyze Statistice  Help

B & e BB x®8 Res0F & BE @

Eﬁl\ter: | - # Expression. .. Qa.gear Qf Apply

Mo, . Time Source Destination Frotocal | Infa

L 726445 . 0. w2 Membership Report

. 018707 o .0. o o standard query SRY _ldap._tcp.nb
. 004286 5 S 5 5 M-SEARCH * HTTF/ 1.1

.002132 o .0, o .0, Standard guery S0A nblo0sld.wwoo.
004252 . .0, . .0 HTTP/Ll.1 200 Ok

. 026985 o . 0. o . 0. REQISCration NE MBLlOO061D<00=
.0z23307 o .0. o .o, standard query A proxyconf.wwiog
.114211 5 S0 5 0. 3136 = http [SYN] Seq=0 Ack=0 Wil
.001126 . .0, . .0, http = 3196 [S¥N, ACK] Seq=0 Ack:
. 000042 . .0, . .0 3196 = http [ACK] Seq=1 Ack=1 Wil
.00012e o .0, B .0, SUBSCRIBE SUpnp/servicesLayer3Fol
. 001358 NG 0. http = 2196 [ACK] Seg=l ACk=25g& !

.015934 192.165.0. 192.168.0. 1025 = 5000 [S¥N] Segq=0 Ack=0 Wil
000025 192.168.0. 192.168.0. E000 = 1025 [S¥M, ACK] Seq=0 Ack:
n

ARt TEn 187 ace 1@ 1ecw uTTo 1 oaan o

£ >

(42 bytes on wire, 4z bytes captured)
# Ethernet II, Src: 192.168.0.2 [00:0bisd:zo:cd:oz Broadcast (TTriffifriff:i i)

oo £f ff £ £f £ ff o0 ob 5d 20 cd 02 05 06 00 01 ........ T eees
0010 0% 00 06 04 00 01 00 Ob S5d 20 ©d 02 CO a8 00 02 ..veswns 1 cenns
noz0 oo o0 oo 0o oo o0 o 4% oo o0z LLiLLa.a. ..

itest.cap” 14 KB O0:00:02 [Pr1z0D: 120m: 0

Wireshark Packet List Window
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3.3 Study Packet Details with the Packet Details Window

e If you highlight a packet in the Packet List Window, further information about the packet
appears in the Packet Details Window

e Select a packet in the Packet List Window and view the information in the Packet Details
Window.

e Select packets with different protocols. Do the types of information in the Packet Details
Window change?

& test.cap - Fthereal

Fle Edit W¥ew Go Capture Analyze Statistics  Help

S & & xR 8 RewodT e |EE QAQ
E]E”t'?fil = P Expression.., “@;gear o apply

Mo, -

Info

Frotocal
FRF whe
MENS

Drestination

L F2E44E 192.168.0. IGMP w3 Membership Report
. 004286 192.168.0. 5 o S5O0F M-SEARCH * HTTR/1.1

004259 192.1658.0.1 .0 SSDP HTTP/1.1 200 OK
026985 192.168.0. . 0. MEMS Registration WB WELlOO0&10<00=

0.114211 192.168.0.2 HEE TCR 3136 > http [SYN] Segq=0 Ack=0 Wil
0.001126 192.168.0.1 SOz TCR http = 3136 [SvN, ACK] Seq=0 Ack:
13 0.000043 192.168.0.2 192.168.0.1 TCP 3196 = http [ACK] Segq=l Ack=1l Wil
0, 000126 122.168.0.2 0.1 HTTF SUBSCRIBE Jupnp/serwvice/Layer3Fol
0.001855 192.168.0.1 S0, TCP http > 2186 [ACK] Seq=l ACK=25E |

0.015934 192.1658.0.1 TR 1025 = 5000 [S¥N] Seq=0 Ack=0 Wil
0.00003& 192.168.0.2 TCP 5000 = 1025 [Sw¥M, ACK] Seq=0 Ack:
G n ARTTER 183 age A oA a3 1cw B uTTo UTTO A A oA O

(42 bytes on wire, 4z bytes captured)
Ethernet II, Src: 192.1658.0.2 (00:0b:Sd:izo:cd:oz), DOst: Broadcast (ff:ffiff:ff:iff:ifr)
address Resolution Frotocol (request/gratuitous ARP]

05 00 06 04 00 OL 5d 20 cd 02 02 veieeenn
00z0 00 00 00 00 00 00 cO as 00 02

I|F\|e: inde— =

\test.cap” 14 KB 00:00:0% [Pr1z0D: 120m 0

Wireshark Packet Details Window
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3.4 View Packet Data with the Individual Packet Bytes Window

e The Packet Bytes Window shows the packet data in hexadecimal and ASCII text form

o Select different packets and study the Packet Bytes Window

& test.cap - Ethereal

Fle Edit Wiew Go Capture Analyze Statistics  Help

B &l el PRA*®E Re»o0F e EE QQ

E]El\ter:l - +§xpresslon..‘ q@;gear V Apply

Mo, - Time Source Destination Protocol | Info ke’
1 0. 0 ol .2 Eroa ARF who_has .37 Gratuitous
0.235133 132.168.0. 192.165.0.2 HENS Name query NESTAT *<00»<00»<00x<i
L 726445 192.168.0. 224.0.0.22 IGMP vI Membership Report
. 004286 192.168.0. 233,255.255.250 550F M-SEARCH * HTTR/1.1
004259 192.168.0.1 .0 SSDP HTTP/1.1 200 OK
. 026985 192,168.0. .0. NENS Registration WB ME100610<00:
0.114211 192.168.0.2 0.1 TCR 3136 » http [SYN] Seq=0 Ack=0 Wil
0.001126 192.168.0.1 0.2 TCR http = 3136 [SvN, ACK] Seq=0 Ack:
13 0.000043 192.168.0.2 192.165.0.1 TCP 31926 = http [ACK] Segq=l Ack=1l Wil
0,00012& 192.168.0.2 0.1 HTTP SUBSCRIBE Jupnp/sserwvicesLayer3Fol
0.001855 192.168.0.1 2 TCP http > 2186 [ACK] Seq=l ACK=25E |
0.015934 192.168.0.1 B TR 1025 = 5000 [SvYN] Seq=0 Ack=0 Wil
0.00003& 192.168.0.2 -0 TCP 5000 = 1025 [S¥M, ACK] Seq=0 Ack:
74 A AniTen W@s rce 0o Was tc@ n s uTre uTTe A A snn A b
< | b3

Frame 1 (42 bytes on wire, 42 bytes captured)
Ethernet II, Src: 192.1658.0.2 (00:0b:Sd:zo:cd:oz), DOst: Broadcast (ff:ffiff:ff:iffifr)
#ddress Resolution Protocol (request/gratuitous ARF)

f ff ff ff ff ff 00 ob 5d 20 cd 0z 08 06 00 01
0% 00 06 04 00 01 00 Ob G5d 20 cd 02 cO ag 00 02
00 00 00 00 00 00 cO ag 00 o0z

Wireshark Packet List Window
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4. Browse the Internet

Start a capture

You may combine two filter statements with the and keyword. Apply a filter to display
only http traffic traveling to or from your ip address. (e.g. If your IP address is 10.10.10.2
enter ip.addr == 10.10.10.2 and http)

Visit http://www.google.com and perform a search on scurvy

Visit the first site in the list

Return to Wireshark and stop the capture. Analyze the packet data. Was the search word
encrypted?

5. View Packet Capture Statistics

Start a new capture and clear any filters
Browse the Internet for five minutes
Stop the capture

Use the statistics menu to determine the answers to the following questions.
0 How many udp packets did Wireshark capture?

What was the average ip packet size?

How many packets did Wireshark drop?

What does a flow graph show?

List the flow graph options.

O o0OO0oo
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6. View Packet Header Data

6.1 Capture Packets with Wireshark
4. Start a new capture and clear any filters
5. Browse the Internet for a few minutes
6. Stop the capture

6.2 Explore the Network Interface Layer

6.2.1 Ethernet Frames
e Preamble
O 64 bits
0 Alternating 1s and 0Os, ending with two Os
0 Used to locate first bit of packet

e Destination Address
O 48 bits
0 MAC address of recipient

e Source Address
0 48 bits
0 MAUC address of sender

e Field Type
O 16 bits
0 Identifies higher level protocol

e [P Header
e TCP Header
e Data
0 46-1500 bytes

0 Information received from Network Layer

e FCS

Preamble Destination Address Source Address Field Type IP Header TCP Header Data FCS
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6.2.2 View Ethernet Frame Data Captured with Wireshark
e Select a TCP packet in the Packet List window

e Expand the Ethernet section (Click the + symbol to the left of Ethernet.) of the Packet
Details window

e Determine the following Ethernet frame values for the selected packet:
0 Destination MAC Address
0 Source MAC Address

6.3. Explore the Internet Layer
6.3.1 IPv4 Header: Pictured Below

Varsion IHL Type of Service Destination Port
Identification alolm Fragment Offset
F|F
Tirme To Live Protocol Headear Chacksum

Source |P Address

Destination 1P Address

Options Padding

APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED
62



6.3.2 View IP Header Data for a TCP Packet Captured with Wireshark
e Select a TCP packet in the Packet List window

e Use the Packet Details window to determine the following IP header values for the TCP
packet:
0 Version
Internet Header Length (IHL)
Identification
Reserved bit
Do not fragment bit
More fragments bit
Fragment offset
Time To Live (TTL)
Protocol
Checksum
Source IP Address
Destination I[P Address

OO0OO0O0O0O00O0O0OO0OO0DO

6.3.3 View IP Header Data for a UDP Packet
e Select a UDP packet in the Packet List window

e Determine values a through m (from step 3.2.2) for the UDP packet

6.3.4 View IP Header Data for an ARP Packet
e Select an ARP packet in the Packet List window

e Use the Packet Details window to determine values a through m for the ARP packet

e Look under Address Resolution Protocol. Determine values for the following fields:
0 Sender MAC Address
0 Sender IP Address
0 Target Mac Address
0 Target IP Address
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6.4. Explore the Transport Layer
6.4.1 TCP Header Pictured Below

Source Port Destination Port

Sequence Mumber

Acknowledgement Number
Data Offset Resered UlAIPIRI|S|F Window
RlC|S|5 Y]
GIKIJH|T|M([MN
Checksum Urgent Pointer
Options Padding
Data

6.4.2 View TCP Header Data for a TCP Packet Captured with Wireshark
e Select a TCP packet in the Packet List window.

e Use the Packet Details window to determine the following header values for the TCP
packet:

0 Source port
Destination port
Sequence number
Header length
Window size
U bit
A bit
P bit
R bit
S bit
F bit
Checksum

OO0O0O0O0O00O0O0O0OO0OO0ODO
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6.4.3 UDP Header Pictured Below

Source Port Destination Port

Length Cheacksum

Data

6.4.4 View UDP Header Data for a UDP Packet Captured with Wireshark
e Select a UDP packet in the Packet List window.

e Use the Packet Details window to determine the following header values for the UDP
packet:
0 Source port
0 Destination port
0 Length
0 Checksum

6.4.5 Compare and Contrast IP, TCP, and UDP
e Do UDP packets have TCP headers?

e Do TCP packets have IP headers?

e What header fields do UDP and TCP have in common?

e  Why does TCP have more fields than UDP if they both at the Transport Layer?
e Why don't UDP packets need the sequence and acknowledgment fields?

e  Why don't UDP packets need the Flag bits and Window fields?
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6.5 Explore the Application Layer

6.5.1 Analyze an HTTP Packet

1.

2.

Select an HTTP packet in the Packet List window.

Summarize the HTTP information available in the Packet Details window. Explain how
HTTP uses this information.

. Does HTTP use UDP at the transport layer? Does it use TCP?

Do HTTP packets have IP headers?

Draw the HTTP packet. Show the HTTP data, Ethernet frame, IP header, and TCP
header. Label the fields in each packet header and fill them with the data obtained with
Wireshark.

6.5.2 Analyze a DNS Packet

Select a DNS packet in the Packet List window.

View the DNS data information available in the Packet Details window and answer the
questions below:
0 What flags do DNS packets have?
Is this packet a DNS query or a DNS response?
Why do DNS packets have query and answer fields?
What is an authoritative nameserver?
Does the DNS protocol use TCP at the transport layer? Does it use UDP?
Do DNS packets have IP headers?

O O0O0O0O0

Draw the DNS packet. Show the DNS data, Ethernet frame, IP header, and UDP header.
Label the fields in each packet header and fill them with the data obtained with
Wireshark.
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7. Review Questions

e Does Wireshark capture all the traffic on the Internet? If so, explain why. If not, which
traffic does it capture?

o Write Wireshark filters to:
0 View udp traffic for 10.10.10.2.
0 View icmp traffic from any address.
e Why don't ARP packets have IP headers?
e Compare and contrast UDP and TCP headers.

e Do ICMP packets specify a port? Look online and explain why or why not.
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Cyber Fundamentals #6: The Client-Server Model

1. Introduction

1.1 Exercise Description
Q: What is a secure computer?
Al: An abacus

A2: Unplugged

Functionality and complexity are enemies of security. Generally, the more functionality provided
by a system, the harder it is to secure. Servers providing services and opening ports to remote
users are particularly prone to vulnerabilities. Attackers often use open ports and exposed
programmatic interfaces to subvert a system. This exercise involves reviewing the Client-Server
model of computing by installing and utilizing Web, File Transfer Protocol (FTP), and Secure
Shell (SSH) clients and servers on Windows and Linux systems.

root@ace:~/Desktop# /etc/init.d/ssh start
* Starting OpenBSD Secure Shell server sshd [ OK ]
root@ace:~/Desktop# ssh ace@localhost

ace@localhost's password:
Linux ace 2.6.28-15-generic #49-Ubuntu SMP Tue Aug 18 18:48:08 UTC 2089 1686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To access official Ubuntu documentation, please visit:
http://help.ubuntu.com/

Last login: Tue Aug 25 ©9:54:46 2009 from 192.168.2.224
ace@ace:~$ ||

Starting an ssh server on an Ubuntu localhost and logging in

1.2 Objectives
e Compare and contrast the World Wide Web and the Internet.

e Describe the Client-Server model of computing

e Memorize select server port assignment
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e Install and utilize a Web (HTTP) client and Web server
0 Create and serve a simple web page.
0 Analyze HTTP Request and Response Headers with Wireshark
e Install and utilize a SSH client and a SSH server
e Command and control a remote system with SSH
e Install and use an FTP client and a FTP server

e Transfer files with FTP

1.3 Materials

e Computer with access to an account with administrative rights
e VMware Server
e Ubuntu OS iso file

1.4 Assumptions
e The provided instructions were tested on a Ubuntu Jaunty Jackalope image running on a
Windows Vista physical machine. Instructions may vary for other OS.

e The student has administrative access to their system and possesses the right to install
programs

e The student's computer has Internet access

1.5 Random Notes

e SSH uses public key encryption. Telnet is its unencrypted predecessor.

e Keep in mind there are still many many attacks that compromise encrypted services (ex.
video on the sslstrip attack at http://www.securitytube.net/Defeating-SSL-using-
SSLStrip-%28Marlinspike-Blackhat%29-video.aspx). With today's technology, no
computer or service is 100% secure if it provides any useful functionality!
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1.6 Client-Server Model

1.6.1 What is a Server?

A server provides a service and shares its resources (data, computational power) with one or
more clients. Examples of web servers include Apache and the Microsoft Internet Information
Services (IIS) web server.

1.6.2 What is a Client?
A client requests and/or receives some service from another computing device. Examples of web
clients include Firefox and Internet Explorer (IE).

1.6.3 The Client-Server Model of Computing

The Client-Server model of computing involves a service provider (server) and service user
(client). If the server is multi-threaded, it can service multiple clients at one time. Examples of
applications that utilize the Client-Server model include web, database, FTP, and SSH. For web
applications, the server (Apache, IIS) typically listens on port 80 for http or port 443 for https
(encrypted). The client (Firefox, IE) forms a Transport Control Protocol (TCP) connection to the
server's listening port and requests information (GET http://www.page.com/index.html). The
server responds by returning the requested information (index.html) back to the client.

1.6.4 Common Port Numbers

Common services often run on standardized port numbers. See below a list of a few common
combinations:

20/21 - FTP (data/commands)

22 - SSH

23 - Telnet (An unencrypted SSH)

25 - Simple Mail Transfer Protocol (SMTP - Used by mail servers)

80 - Hypertext Transfer Protocol (Unencrypted http web traffic)

443 - Hypertext Transfer Protocol over SSL (Encrypted https web traffic)

Keep in mind these are conventions. Nothing prevents administrators from configuring SSH
servers from listening on port 20 or web servers from listening on port 5555.

HTTP REQUEST: Hey google! Get me index.html
& > . Index. himl
i HTTP RESPONSE: Okay 10.10.10.9, here's index.html g
Client
|P Address 10.10.10.9 Web Server

W oodgle. com
Web client (Firefox, IE browser) requests data (web page index.html)
from a web server (Apache, 11S) listening on a port

-~
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1.6.5 Netstat

Network statistics or Netstat is a Windows and Linux command used to view open ports on your
system. Open a terminal on either Windows or Ubuntu and type "netstat -an | more" to view
active Internet Client-Server connections.

root@ace:~# netstat -an | more

Active Internet connections (servers and established)

Proto Recv-0Q Send-0 Local Address Foreign Address State

tcp 2] 0 08.0.0.0:21 0.0.0.8:* LISTEN

tcp 8] 0 0.0.0.8:22 0.0.0.0:* LISTEN

tcp 4] U 197.108.2.200: 88262 B4.233.109. 103:60 ESTABLISHED
tcp a f [52.168.7.258}53787 74.125.127.108:88 ESTABLISHED
tcp 1 0 192.168.2.250:33534 212.58.226.142:80 CLOSE WAIT
tcp 1 B 192.168.2.250:44552 63.245.209.93:80 CLOSE WAIT
tcp 1 0 192.168.2.250:44551 63.245.209.93:80 CLOSE WAIT
tcp a 0 192.168.2.250:44284 64.233.169.103:80 ESTABLISHED
tcp a 0 192.168.2.250:41722 74.125.115.102:88 ESTABLISHED
tcp 5] 0 192.168.2.250:44281 64.233.169.103:860 ESTABLISHED

The netstat command run on a Ubuntu system

Some information gleaned from the screenshot above:
e The system's IP address is 192.168.2.250

e The system is listening on ports 21 and 22.
What this means: The system may be running an FTP server and an SSH server

e The system is connected to several IP addresses on port 80.
What this means: The system is running a web browser client and making requests to
web servers with the following IP addresses (on port 80)
e 64.233.169.103
e 74.125.127.100
o 212.58.226.142
® 63.245.209.93
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1.7 The Internet and the World Wide Web

The Internet and the World Wide Web are different entities, but people often use the terms
interchangeably. The Internet existed before the World Wide Web. Internet-connected computers
exchanged email and files long before web browsers, web servers, HTTP, and HTML worked
together to make up the World Wide Web. As http://www.netlingo.com put it “The Web makes
the Internet fun to look at and easy to use...”

Internet

A network of networks

Made up of computers and cables
Existed before the World Wide Web
Uses TCP/IP

WwWwW

A layer on top of the Internet

Made up of web pages, web servers, and web browsers
Depends on the Internet

Uses HTTP

1.8 HTML vs HTTP
HyperText Markup Language (HTML) and HyperText Transport Protocol (HTTP) are fancy

phrases representing a simple process. Pause and process the individual words in each phrase.
HTML is a language used to create web pages. HTTP is a communication protocol used to
move HTML pages from one computer to another. Keep this in mind as you complete the lab.

1. Send an HTTP GET ar 3. Receive HTTP GET or
2. Use TCP/IP to transport y

POST Request for

bl et 4o — the HTTP GET or POST > POST Request

www.google.com Request 4, Retrieve HTML page
index.html from storage
5. Send an HTTP Response
and index.himl to 10.10.10.9

7 Receive HTTE | HTML -+ 6. Use TCP/IP to transport -+

ecelve ! the HTTP Response and

8. Use a Browser fo HTML page

display index.html

TCPIP L Teee
a +—— . Indax. html

Clignt Hardware such as routers and cables
IP Address 10,110,109 < Web Saerver

wivw. google. com
HTTP and HTML
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2. Servers and Clients: Web on Windows

2.1 Download and Install Abyss
e Visit http://www.aprelium.com/abyssws/download.php and download Abyss.

e Allow the installer to start Abyss when the installation is complete. Follow the
instructions and accept defaults.
0 Click I Agree for the License Agreement
0 Keep the default for components to install and select Next
0 Set the Destination Folder to C:\Abyss Web Server\ and click Install.

jis Abyss Web Server X1 Setup: Installation Fold o im]

| Choose a directory to install in to:

"Desﬁnah’on Folder

C:\Abyss Web Server) Browse... |

Space required: 2. IMB
Space available: 57.0GE

Cancel | Yersian 2.6 < Back | Install I

0 Select Manual startup and click OK

Abyss Web Server Startup Config x|

Select the startup method of Abyss Weh Server:
{+ Manual startup
{ Automnatic startup on user logon

" Inztall as a‘Windows Service

¥ Start automatically on computer startup

0K I Cancel
0 Click Yes to start Abyss now

0 Hit OK to configure the web server via the web interface.
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2.2 Configure the Abyss Web Server

The Firefox browser should open a web page at http://127.0.0.1:9999/console/language
e Select English

| English || e || Frangais |

e Enter a login and a password (remember them!) and select OK

Enter the same login and password into the popup box to login to the Server Console

[Authentication Requred

User Name: I

By

A username and password are being requested by htip:/f127.0.0. 1:9939, The site says: "Abyss
Web Server Console™

Password: I

OK I Cancel
Abyss Web Server Console
Abyss Web Server Console
R e R
Hosts @2

Default Host On Port 80 Running

Add
 S—

, -

S5 ‘ ™
8 Ch = S\ el
Server SSL/TLS Console

Configuration Certificates Configuration

About Abyss Web
Server

Server Statistics Help and Support

e Note the following:

0 The Abyss web administrative interface runs on port 9999.

0 The Abyss web server runs either on port 80 (default) or 8000 (if something else
is already listening on port 80). Remember you can use netstat to view open ports
[ ]

Explore the options provided by the Web Server Console

Open the windows terminal. Run netstat -an | more from the terminal to view that port
80 (or port 8000) is open
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e In Firefox, open a new browser tab (File > New Tab) and visit http://127.0.0.1. You
should see a page similar to the image below if the Abyss is up and running.

¥%) welcome to Abyss Web Server - Mozilla Firefox

File Edit View History Bookmarks Tools Help

f A |_ |htm:ff12?.u.u.1,r

£ Most Visited | | Getting Started = Latest Headlines

| | Aprelium - Download Abyss Web Serve... ‘ |- Free Software Downloads and Softwar... < | __| Welcome to Abyss Web Server x | -

Welcome to Abyss Web Server
Abyss Web Server is running correctly on your system. You should now change this page with yours.

Please include in your web pages (at least the first) the "Powered by Abyss Web Server’ banner to promote the use of the software.

Abyss Web Server - Copyright © 2001-2009 Apretium - All rights reserved

Powesed by —
55
Web Server =

2.3 View Web Page Source Code
e Visit http://www.securitywizardry.com/radar.htm

e Right-click on the outer edge of the page (outside any image or box)
e Select View Page Source

e Tags are text strings surrounded by <brackets> that denote the appearance and format of
a web page. Locate the following tags in the page source:
0 html

head

title

body

img (image tag)

a href (link)

O O0OO0O0Oo

2.4 Create a Web Page with HyperText Markup Language (HTML)

e Start a new Notepad document. (Start > All Programs > Accessories > Notepad)

e Type the following into the document:
<htmlI>
<head>
<title>This Might Be My First Webpage </title>
</head>
<body>
<h1> This is the header of my first (maybe) web page. </h1>
I created this page using HTML.
</body>
</html>
e Save the webpage as index.html to the Desktop
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Right click index.html. Select Open With > Firefox

Personalize the webpage:

0 Set the title to <your name>

0 Change the header and body any way you wish

View the altered web page with Firefox by hitting the refresh button

For more information about creating HTML pages visit the http://www.w3schools.com
website

2.5 Serve Your Web Page with the Abyss Web Server

Open Windows Explorer and open C:\Abyss Web Server\htdocs\
Replace the Abyss index.html with your index.html

Use Firefox to view http://127.0.0.1 (or http://127.0.0.1:8000) and record your
observations
0 Note: Any computer may use 127.0.0.1 to refer to itself (can also use http://localhost)

0 You can also view by using the internal or external IP address found with the netstat
command. (ex. http://192.168.1.22)

Congratuations! You have served your first web page. If you have an externally routable
IP address, anyone in the world with an Internet connection and a browser can view it.

2.6 Analyze an HTTP Request Header

Start Wireshark and begin a live capture

Apply a filter to ensure Wireshark only displays HTTP traffic leaving from or arriving to
your IP address

Open a browser and visit http://sectools.org/
Return to Wireshark

Select the very first HTTP GET / HTTP/1.1 packet originating from your IP address. Use
the Packet Details Window to answer the following questions:

0 What is the request method?

0 What is the request URI?

0 What is the request version?

Why is there more than one HTTP GET request? What are the other requests asking for?
Examine the Packet Details Window and find the values of the HTTP Request Headers
(some fields may NOT be present, don't worry about it!)
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O O0O0O0O0O00O0O0

Host

User-Agent
Accept
Accept-Encoding
Accept-Charset
Keep-Alive
Connection
If-Modified-Since
If-None-Match

2.7 Analyze an HTTP Response Header

Select the first HTTP/1.1 200 OK (text/html) packet sent back to your IP address. Record
the response code returned by the server.

Examine the Packet Details Window and find the values of the HTTP Response Headers
(if present)

(0]

O O0OO0O0OO0O0O0

Date

Server
Connection
Keep-Alive
Accept-Ranges
Content-Length
Connection
Content-Type

Look at the Individual Packet Bytes window. What kind of data does it contain?

2.8 View HTTP Packet Data

Examine the packet data of several HTTP packets with an Info field of HTTP/1.1 200
OK(text/html)

Find a packet which has an Uncompressed entity body tag at the bottom of the packet
data window

Select the Uncompressed entity body tag to view the uncompressed html

Describe the information available under this tag
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3. Servers and Clients: Secure Shell (SSH) on Linux

3.1 Introduction

SSH enables C3 (Command, Control, and Communication) of a remote system, by giving a user
a terminal for the remote system. It also enables transferring files using the scp command. In this
section you'll accomplish the following objectives:

Windows
0 Download and setup freeSSHd server
0 Download and utilize the SSH PuTTY client

Linux

0 Install the Linux Open-SSH server
0 Use the Linux Open-SSH client

0 Practice issuing remote commands

3.2 Download and Install an SSH Server on Windows

3.2.1 Download and Install freeSSHd

Download the latest version of freeSSHd from http://www.freesshd.com/
Double click the freeSSHd.exe to begin installation and select Run
Accept all of the defaults and click Install

Select Yes to create private keys

Select No to run as a system service

Select Finish
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3.2.2 Start freeSSHd 25?5

e Double click the freeSSHd shortcut icon on the Desktop [=sd

e In the taskbar (bottom right-hand side of screen), right click the ssh icon and select
Settings to open the configuration screen

Fi freeSsHd settings 101 x|
Users I Host restrictions I Logaing I Online users I Automatic updates I

Server status | Tenet | SSH | Authentication | Enenption | Tunmeling | SFTP

x Telnet serveris not running.
Click here to start it.

x S5H server is not running.
Click here to start it.

Configuration screen for free SSHd

e Select the Users tab and click Add

e Add alogin name of win, select Password stored as SHA1 hash, enter the password
ilikewin, and select the functions the user can use and select OK

=T
General |
N
Jib
Login: Iace

Authorization: IPasswnrd stored a5 SHAT hash |

Passward: | =

Pazsword [again): | xxxxxxxx

[omair: I

User canuse: [ Shell
¥ SFTP
W Tunneling

e Select the Server Status tab
e C(Click to start the SSH server

e Open a terminal and run netstat -an | more. Note that the SSH server is now listening on
port 22.
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3.3 Download and Run an SSH Client for Windows

Disable Firewall: If you are using Windows Vista or Windows XP:
0 Go to Start > Control Panel > Classic View > Turn Firewall On/Off
0 Turn the Firewall Off

Disable User Access Control: If you use Windows Vista also:
0 Click Start

In the Search Bar type MSCONFIG

Select the Tools tab

Scroll down to Disable UAC

Restart computer

O oO0O0oo

Visit http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

Download putty.exe for Windows and double-click the file to start PuTTY

Enter localhost or 127.0.0.1 (both refer to your local computer, or your could enter your
host's external IP address) under Host Name and click on Open

8 PuTTY Configuration x|
Category:
B S_ession | Basic options for your PuTTY session |
E| T;;i:;lcing ~ Specrfy the cestination you want to connect to
. Keyboard Host Mame (or IP address) Port
- Eal [y |Iocalhost ) |2
- Features Connection type:
= Window " Raw " Telnet ¢ Rlogin % 55H " Serial
- Appearance )
. Behaviour r~ Load, save cr delete & stored session
. Tranglztion Saved Sessions
- Selectinn
- Colours Default Setings Load
[=- Connection
. Data Save
- Telnet Delete |
- Rlogn
[+ S5H
- Serie Close window on exdt:
 Aways 7 Mever ' Only on clean exit
o o D cos

Click Yes when you get the Security Alert

Enter the user name and password you specified to get terminal access via SSH

Close the PuTTY window

Lf’ hyperwatcher3 - PuTTY

£t Wi
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3.4 Download and Install an SSH Server on Linux
3.4.1 Download and Install openssh

Install the openssh-server package on your Linux Image (with Synaptic Package
Manager or apt-get)

Open a terminal

O netstat -an | more //Note that port 22 is listening

o ssh ace@localhost** //Log into the openssh server with the ace account
O Enter yes to the security warning

0 Enter your password

0 To quit, type exit

(**Note: The Ubuntu OS has an ssh client installed by default)

3.4.2 Configure openssh
Open a terminal

sudo -s //Escalate privileges

cd /etc/ssh //Remember the /etc directory holds configuration info
cp sshd_config sshd_config~ //Make a backup of the openssh server configuration file
gedit sshd_config //Open the openssh server configuration file for editing

Review the ssh server configuration file. Change the listening port from 22 to 333. Save the file

and exit.
e /etc/init.d/ssh restart //Restart the server to load the configuration changes
e netstat -an //Note that port 22 is closed, port 333 is listening
e ssh ace@localhost //This will fail, we need to tell the ssh client to use 333
e ssh -p 333 ace@localhost //Login on port 333
o exit
e cpsshd_config~ sshd_config //Copy backup file over changed file to change listening
port back to 22
e /etc/init.d/ssh restart //Restart the server to load the configuration changes

3.4.3 Stop, Start, and Restart Servers (like openssh)

Open a terminal

sudo -s

cd /etc/init.d/ //The init.d directory contains start, stop, and restart
scripts

Is //Review the different services that have init.d scripts

[etc/init.d/ssh stop //Stop openssh server

[etc/init.d/ssh start //Start openssh server

[etc/init.d/ssh restart //Restart openssh server

**Note that these changes are typically temporary. For example, if you stop the openssh server
and restart the system it will automatically start unless disabled (see 3.2.2)

APPROVED FOR PUBLIC RELEASE; DISTRIBUTION UNLIMITED
81



3.4.4 Enable and Disable openssh
e From the Ubuntu GUI go to System > Administration > Services

System m@ (7] B il wed s
3¢ Preferences > e E
| éﬁ Administration > \J-b Authorizations

<< Computer Janitor
@ Help and Support

[ Hardware Drivers
ﬂ;ﬁ] Language Support

12| Log File Viewer

‘€ About GNOME
23 About Ubuntu

[E=1 Login Window
Network Tools
E, Printing

== caftware Srirrac

e Click Unlock and enter the password

e To disable a service, uncheck the associated box. To enable, check the box.

3.5 Issue Commands to a Remote System

3.5.1 Reminder: HOWTO Determine IP Addresses
e On Linux open a terminal and type ifconfig (interface is typically ethO or ethl)

e On Windows open a terminal and type ipconfig (interface is typically Local Area
Connection)

3.5.2 ssh into Windows from Linux
e Open a Linux terminal

o Type ssh win@<windows ip address>
e Enter the password
e Voila— you have a Windows-like terminal into the Windows system

3.5.3 ssh into Linux from Windows
e Open PuTTY

e Enter the Linux IP Address and click Open

e Enter username ace and password ilikeace
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4. Servers and Clients: FTP on Linux
e Install the vsftpd package on your Linux Image (Synaptic Package Manager or apt-get)
e Open a terminal

cd ~ //Move to your home directory

netstat -an | more //Note that port 21 is listening

echo hi > sample.txt //Create a file named sample.txt

ftp localhost //Log into the openssh server with the ace account

Enter user name and password

pwd //List the present working directory

dir //List contents of directory

help //View available commands

put sample.txt //Upload sample.txt to the server (really the same

computer since using local host!)
Open a new tab on the terminal

cd ~ //Move to your home directory

rm sample.txt //Delete sample.txt on your local computer
Return to tab with ftp session

get sample.txt //Download sample.txt from the server

exit //End your session

5. Review Questions

6. You used Firefox (or IE) and Abyss. Identify the client and the server.
7. Can a single computer act as a web client (browser) and a web server at the same time?

8. With the proper software, can any typical Internet-connected, functional computer serve
web pages?

9. Can the HyperText Transport Protocol transport anything besides HyperText Markup
Language?

10. You run netstat from the terminal and notice that an application is listening on port 80.
Does this indicate a web server running on the machine?
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